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SUMMARY OF RECOMMENDATIONS AND CONCLUSIONS

We find the evidence that the century date change presents a genuine risk of
malfunction in automated systems which have a date function overwhelmingly
convincing (paragraph 3).

The combination of the immutable deadline, the worldwide context and complex
inter-dependencies makes managing the century date change *a challenge without
precedent” (paragraph 9).

We find it incontrovertible that, in the absence of adequate remedial action to
address the century date change problem, there would be a significant negative
impact on the UK’s future economic performance (paragraph 16).

We conclude that the century date change problem could, if not solved, cause
severe difficulties in many critical public services (paragraph 19).

We recommend that central Government departments’ and agencies’ plans and
progress be presented in a common format which allows for inevitable variations
in the ways in which they are managing their Year 2000 programmes; and, to
simplify the process of monitoring progress, a checklist should be developed, setting
staged objectives and target dates, against which such reports could be judged
(paragraph 24).

We recommend that the Chancellor of the Duchy of Lancaster publish
departmental and agency plans and progress reports in conventional format as well
as on the Internet (paragraph 25).

We recommend that the Chancellor of the Duchy of Lancaster reporis to the House
at the time of his quarterly reports on the state of readiness in departments and
agencies through an oral, rather than written, statement (paragraph 26).

We recommend the same level of reporting on Year 2000 plans and progress for
local authorities and other public bodies as we are suggesting for central
Government departments and its agencies, for the same reasons. This should be
organised centrally, through the relevant central Government department, with
plans published and regular reports to Parliament. We further recommend that
the Audit Commission and the Accounts Commission continue to monitor the
millennium readiness projects of those parts of the public sector over which they
have jurisdiction just as the National Audit Office does in respect of central
Government (paragraph 27).

We congratulate the Health and Safety Executive for the robust approach it has
taken in respect of high risk sites (paragraph 34).

We would have hoped that, with less than 90 weeks left before the millennium and
the strong possibility of failures in systems before then, the Health and Safety
Executive had raised awareness in all lower risk sites. We recommend that the
Health and Safety Executive ensure that all such sites are made aware immediately
of the problems which the century date change might cause and their
responsibilities to make their systems compliant (paragraph 35).

We recommend that the Government ensure that each regulatory body is fully
seized of the implications of the Year 2000 problem for the sectors they regulate
and is promoting effective and timely remedial action on the part of individual
organisations. We further recommend that each Government department produce
regular reports to Parliament on the Year 2000 related activities of the regulatory
bodies they sponsor (paragraph 36).
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We conclude that organisations should not consider legal action as a primary
remedy to Year 2000 problems but as a last resort and should not plan to enter
litigation in preference to taking preventative action now. We strongly believe that
this is a message which Action 2000 should promulgate widely and loudly
(paragraph 40).

The risk of legal action on the part of those affected by century date related failures
reinforces the need for all organisations to undertake thorough Year 2000
preparations to ensure that their systems, products and services are millennium
ready. It should also be seen as a reason to keep thorough and accurate records of
all remedial measures in case called upon by the courts to demonstrate that all
reasonable steps to avoid system failures were taken (paragraph 41).

The Prime Minister has taken a lead in raising the profile of the century date
change problem. We welcome this. The leading role adopted by the Prime
Minister needs to be supported by a coherent, well-structured programme. We
look to Action 2000, the Cabinet sub-committee (MISC 4) and the newly created
central team in the Cabinet Office to provide this (paragraph 42).

We recommend that ihe Government ensure that financial constraints do not
prevent the public sector achieving millennium readiness especially where safety-
critical systems are involved (paragraph 45).

We recommend that if, at the next quarterly review, any department or agency is
shown to have fallen further behind the timetable, the Chancellor of the Duchy of
Lancaster and the CITU should instigate a thorough analysis of that department’s
Year 2000 programme and assist it to identify and prioritise its key systems
(paragraph 47).

We recommend that each Secretary of State should review the millennium
readiness programmes of the departments and public bodies they sponsor. We
further recommend that the results of these reviews should be made available, as
a supplement to the Chancellor of the Duchy of Lancaster’s quarterly reports, so
that they can both be scrutinised by experts and serve to reassure the public that
adequate precaufions are being taken (paragraph 48).

We remain concerned that progress in the National Health Service compared with
other parts of the public sector appears slow: for instance, trusts were not required
to provide full costings for readiness programmes until 31st March 1998 whereas
central Government departments and agencies provided costings six months
carlier. It is essential to guarantee that the National Health Service is fully
prepared to manage the century date change (paragraph 51).

We recommend that progress reporis on contingency planning for central
departments and agencies should form an explicit part of the Chancellor of the
Duchy of Lancaster’s quarterly reviews and further that such reporting should be
mirrored by all Ministers in respect of the public bodies which their departments
sponsor (paragraph 53).

We recommend that Action 2000 develop a standard checklist to enable businesses
to report progress in a common form as a matter of priority (paragraph 62).

Another means of reaching businesses directly would be to include information
leaflets in telephone or other utility bills which are delivered to the vast majority
of Small and Medium-sized Enterprises. We recommend that Action 2000 treat
stimulating action on the part of Small and Medium-sized Enterprises with the
highest priority and that it works with the Business Link network and other
organisations in close contact with Small and Medium-sized Enterprises to ensure
that its message is not only sent but received. (paragraph 63).
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We do not accept that it is right to charge for upgrades necessitated by non-
compliance of existing equipment. Depending upon the age of the current system
and the terms under which it was supplied, companies have an obligation to
provide suitable upgrades or replacements free of charge (paragraph 64).

While it is important that each organisation develop its own contingency plans,
there is a role for Government to ensure that alternative arrangements are in place
should there be any interruption in the ability of providers of essential public
services to deliver (paragraph 66).

We recommend that trading standards officers should monitor use of the
Millennium Safe logo and that suppliers found using the logo on non-compliant
equipment should be penalised (paragraph 69).

We make below recommendations for a high profile advertising campaign on the
part of Action 2000 (see recommendation bb), We recommend that the Millennium
Safe scheme is an integral part of that campaign (paragraph 70).

We recommend that Action 2000 treat the dissemination of best practice as a key
part of its campaign to stimulate organisations to take effective remedial action

(paragraph 71).

We recommend that the Government conduct audits in sample homes to test for
millennium readiness in order to establish public confidence (paragraph 72).

We recommend that Action 2000 conduct a high profile campaign disseminating
widely, in clear and non-technical terms, the information needed to test domestic
equipment for millennium compliance (paragraph 73).

We endorse the Government’s decision to put the matter on the agenda of various
international summits, including this year's G8 meeting and the recent Europe-Asia
summit. (paragraph 74). We recommend that the Government continue to take
every opportunity to raise century date change issues with foreign Governments
and to put the matter firmly on the agenda with our neighbours and trading
partners all around the world (paragraph 74).

We are concerned that developing countries’ attempts to achieve millennium

readiness should not be compromised by the provision of non-millennium
compliant equipment from the UK (paragraph 76).

We recommend that the need for prioritisation should be a central feature of the
advice Action 2000 delivers (paragraph 77).

We recommend that Action 2000 increase the profile and reach of its Millennium
Bug Campaign. A campaign of the scale of ‘Aids Awareness’ in the 1980s or the
more recent Inland Revenue “‘Self Assessment’ information campaign would be

appropriate (paragraph 78).

'We welcome that: most companies will have to report on their year 2000 status at
least once, and many twice, before the millennium. (paragraph 80).

We recommend that Action 2000 commission a quarterly survey on progress in the
business sector, broken down into categories including core services such as
transport, telecommunications and other critical public services. We further
recommend that the results of the survey be publicly and freely available

(paragraph 81).

We agree that it is important to keep demand for system changes down to a
minimum (paragraph 86).
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CHAPTER ONE: THE CENTURY DATE CHANGE PROBLEM
The Cause of the Problem

3. The cause of the century date change problem sounds deceptively trivial. In the early days
of computing—the 1960s and 1970s—computer memory and disk space were expensive.
Consequently programmers developed shorthand ways for representing information. One way
in which this was done was to store years as two digits rather than four so, for instance, “1967
became “67'. This saved valuable memory for processing data and disk space for storing it.
Programmers at that time did not expect the systems they were developing to remain in use for
more than a few years. However the two digit convention persisted; partly because it became
common, indeed standard, practice and partly because many of the systems now in use are based
on, or use components from, older systems. Thus many of the systems which are today an
integral part of our daily lives use only two digits to represent the year. In these systems, when
the date changes from 1999 to 2000 the new year will be represented as 00. The effects that this
will have on unmodified systems are difficult to predict, but could fall into one of a number of
categories, for instance:

=  some will default to 1900, or some other incorrect date, rather than to 2000:

= others will give unpredictable results when performing arithmetical operations or
comparisons on the basis of two digit years, possibly with the loss or corruption of data;

= some systems may be able to cope but these are not easily identified without thorough
checking.

4. Century date change problems could occur in a wide variety of systems, components and
circumstances. Computers from the most powerful mainframes to the humblest personal
computer (PC) may have problems. Electronic control systems—such as those in heating
systems, fax machines or video recorders—use microprocessor chips which may have date
problems built into them, even if they have no apparent date or time dependency. Such so-called
‘embedded systems” are widely found in more complex, possibly safety-critical, monitoring and
control systems used in industry.

5. The majority of our witnesses, including many from well-known organisations such as Shell
UK, SmithKline Beecham, Barclays Bank, Sainsbury’s and the BBC, agreed that the century
date change posed a genuine and significant problem, although there were slight differences in
their assessments of scale and extent.? For instance, Morgan Stanley told us that “to date, we
have encountered Year 2000 date problems in nearly all of our internally developed systems ...
we have also found that networks, telecommunications infrastructure, and building systems are
affected. In fact, the central building management system in our ... office which controls and
monitors fire alarm, water detection and other safety systems has defective embedded chips™.’
Hundreds of major organisations from both the public and private sectors across the UK and
abroad have tested their systems for millennium compliance, have found them wanting, and have
committed substantial resources to remedial action. So while some systems, including those
without any manifest or embedded date capability, will continue to function normally over the
millennium, we find the evidence that the century date change presents a genuine risk of
malfunction in automated systems which have a date function overwhelmingly convincing.

The Mature of the Problem

6. Many of our witnesses agreed that, superficially, the century date change presents a series
of isolated technical problems to which there are technical solutions: “all individual technical
date change problems are solvable”.! However the majority, including BT, the Chancellor of
the Duchy of Lancaster, and Railtrack, also agreed that the century date change is neither a

icg_ Ev.p. 183,
Ev.p. 168.
*Ev.p. 105
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single nor just a technical problem.* Computers have become ubiguitous—“we live in an
automated world and microchips have permeated nearly all areas of our personal and business
lives™.® So while the causes of the problem are technical, the consequences of a failure to correct
systems could extend throughout the business, economic and social spheres. Simultaneous and
extended failures in key systems could present a risk to personal health or well-being as well as
to future economic performance. The greater challenge, therefore, is not the correcting or
replacing of faulty software and hardware but managing the process of implementation and
completion of remedial action with the resources available and within the time remaining.” As
the NHS Confederation told us the “Year 2000 is mainly a problem of management. The
technical changes tend to be fairly simple but organising, implementing and paying for them is
difficult™.®

7. Many witnesses pointed out that, even if an organisation ensured that all its own systems
were millennium ready, it would still not be possible to guarantee that it was not affected by
century date change related problems. Forinstance, IBM told us that they must *also ensure that
their systems are not contaminated by two-digit dates from computers linked to their own by
public or private network™.” This information chain aspect of the problem not only affects
organisations where their networks are directly connected to others. A date change related
failure which causes one particular company to have errors, for example in ordering, dispatching
or paying for goods or services, could have severe consequences to other, millennium compliant,
companies in the supply chain. This may be a particular problem for organisations which hold
minimal stock and rely on ‘just in time’ deliveries as they may not have the ability to withstand
even minor delays in deliveries or collections.'” Morgan Stanley told us that “external product
and service providers represent one of the greatest areas of risk™'' and, similarly SmithKline
Beecham stated that “arguably the biggest threat to our company comes from non-compliant
suppliers, customers and other business partners™." Thus the implications of non-millennium
compliance are wider than a single business. Companies cannot continue to trade if their
suppliers cannot provide the goods they need or customers are unable to purchase their products.
Left uncorrected, century date change problems could affect the integrity of entire business
chains.

8. Such inter-dependencies between organisations are not restricted to the UK."” Many
organisations rely on suppliers, service providers, customers or business partners in other
countries: for instance, Marks and Spencer told us “we deal with ... a long international supply
chain, on whom we are dependent for merchandise and services™" and EDS that its operations
in the UK “could be seriously affected by the failure of other countries to fix their problems™."
Moreover, any organisation with business connections overseas is likely to depend on
international telecommunications and banking systems which themselves have to be made
millennium ready. As the British Bankers' Association (BBA) stated “it is difficult to
exaggerate the scale of the impact on banks and through them the UK economy if they and their
customers and counterparties ... abroad are not Year 2000 compliant™.'®

9.1t is the combination of these factors—the immutable deadline, the worldwide context
and complex inter-dependencies—that makes managing the century date change “a
challenge without precedent™.'

:c!g. Ev.p. 147.
Ev.p. 141.
:[Zv.p. 227, See also eg. Ev.pp. 130 and 138-9,
Ev.p. 78.
*Ev. p. 57.
PEv.p. 151,
:1E1-.|'.I. 168.
“Ev.p. 185.
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When will Problems Oeceur?

10. Many information technology applications have the capability to look forward, or calculate
long-term projections, well beyond the millennium and consequently some systems that are not
millennium compliant may fail before the century date change itself. AsIBM told us “really the
issue of the Year 2000 is not the issue of the calender event; it is the question of whether or not
the computer system can process a date which is beyond December 31, 1999”." There are
already anecdotal examples of errors arising from inabilities to manage the century date change
such as instances of credit card payments not being processed properly because the expiry date
on the card was beyond 31st December 1999." According to a survey undertaken by PA
Consulting, 86% of organisations in the UK believe that they will experience some century date
change related errors before the Year 2000.*

11. The difficulties that computer and embedded systems may have with the century date
change from 1999 to 2000 is certainly the most easily recognised aspect of the Year 2000
problem but there are other critical dates which could trigger system errors. For instance,
systems which handle the century date change perfectly could be affected by problems
associated with managing dates around 29th February 2000. Past century base vears—such as
1800 and 1900—although divisible by four, were not leap years but the millennium base year
i5. So, whilst much of the speculation over the century date change problem has focussed on
what may or may not happen at midnight on 31st December 1999, and it is indeed likely that
some systems will actually stop functioning normally at this time, in practice the precise time
of the ‘millennium moment’ may well go relatively unnoticed (in computer terms at least).
Other dates which witnesses considered to be potentially critical are listed in annex A.

Millennium Compliance

12. The British Standards Institute, in collaboration with a number of other organisations, have
developed a definition for Year 2000 conformity (see annex B). This definition stipulates that
*¥ear 2000 conformity shall mean that neither performance nor functionality is affected by dates
prior to, during or after the Year 2000”.*' We agree that the ideal would be for all systems to
manage the century date change properly—that is to be *millennium compliant’. It is, however,
arguable whether it is necessary, or indeed possible, to ensure that all existing systems meet such
an exacting criterion. In some cases it may be more effective to replace existing systems which
are not, or have not been proven to be, millennium compliant with new systems that will manage
the century date change correctly. In other cases, where non-compliance is unlikely to affect
performance or where the system is only of miner significance, leaving non-compliant systems
in place may be acceptable. The key objective is that individuals and organisations are
adequately prepared for the millennium—'millennium ready” rather than millennium
compliant—and equipped with compliant systems or prepared to manage the consequences of
non-compliance. The challenge that faces us, then, is to ensure that computer and embedded
systems function in a manner that allows central Government, local government (including
essential social services), businesses and society to continue to function as normally as possible
now, over the millennium and afterwards.

. 218,
1"0. 8. See also Parliamentary Office of Science and Technology, Computer Systems and the Millennium, POST Note
89, p. 2.
“*pA Consulting Group, Defusing the Millennium Time Bomb: An International Survey of Awareness and Readiness,
1997, p. 5.

ition of I ear armily, p ritisn < nstiute, ument rei: =1}
o he Year 2000 Conformity, prepared by British Standards Institute, (Doc f: DISC PD2000-1)
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CHAPTER TWO: SCALE AND POTENTIAL IMPACT OF THE PROBLEM

13. Although most of our witnesses agreed that the century date change could potentially force
errors in almost any system, product or process that incorporates a date reference, there are
various estimates of the number of systems that are likely to be affected.” Taskforce 2000 told
us that “most computer systems (large and small, old and new) and almost countless ‘embedded’
microprocessor chips are potentially affected”.” Several bodies have recently undertaken
surveys to ascertain precisely how many systems and organisations will be affected. In 1997,
PA Consulting found, in a comprehensive survey in the UK and Ireland, that only 3% of
organisations felt that their systems would be unaffected by the century date change, with a
further 6% not knowing whether their’s would be or not. The remaining 91% of respondents
believed that the century date change either had or would have an impact on their organisation
(see table 1).

Table 1
Expected Impact Percentage

I Not impacted 3
Already impacted 20
Impact in 1997 3
Impact in 1998-99 51
Impact in 2000 17
Did not know 6
Total 100

Source: Defusing the Millennium Time Bomb, page 18.

14. Taskforce 2000 told us that, left uncorrected, “80 per cent of computer systems of all kinds
... and something between 10 and 30 per cent of embedded systems will fail in one way or
another™.™ Similarly, Greenwich Mean Time, a company formed specifically to address issues
arising from the Year 2000 problem in PCs, told us that the majority of the 20 million PCs that
are estimated to be in use in the UK at present will experience some form of hardware or
software disruption.™

15. While we can quantify the number of systems likely to be affected, such statistics provide
no qualitative indication of the extent to which organisations are likely to be impacted. There
is an enormous difference between the consequences of failures in minor systems, like a pocket
calculator, and a failure in a system which performs business or safety-critical functions.
Moreover, while organisations may be able to cope with the failure of one system without any
serious repercussions, the outcome may be completely different if a number of systems, minor
or otherwise, fail simultaneously. Consequently raw statistics give little indication of the nature
or degree of risk that century date change related errors may pose either socially or
economically. We attempt to address this issue below but, in doing so, are conscious that these
assessments are based on the assumption that no corrective or preparatory measures had been
taken.

;‘:cg. Ev.pp. 24 and 161,
Ev.p. 1.

i‘;{g. 6.
Ev.p. 164,
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Potential Impact on Businesses and the Economy

16. The London Stock Exchange pointed out that there were few arcas of commercial life
“untouched by the implications of the Year 2000 date change” and most of our witnesses from
the business community agreed that the consequences of failing to take remedial action would
be significant.” For instance, SmithKline Beecham told us that “left unaddressed, the Year 2000
problem would arguably have been the biggest threat to business continuity that SmithKline
Beecham has ever faced™.”” Railtrack told us “unless addressed ... the problem would cause
serious and prolonged damage to the operation and hence the viability of the whole of the rail
industry™.” Shell UK believe that, had they taken no corrective action, “there would have been
serious consequences in terms of failure to continue to supply oil and gas™.”® Failures to
continue to operate on such a scale would clearly not only have a detrimental impact on national
GDP but would also have implications for the performance of other companies reliant upon the
services provided by those that had failed. Therefore, even though the implications of non-
compliance vary from system to system, we find it incontrovertible that, in the absence of
adequate remedial action to address the century date change problem, there would be a
significant negative impact on the UK’s future economic performance.

Potential Impact on Society

17. Other witnesses pointed to the potential of the century date change problem to affect
individual citizens beyond the inevitable consequences of a downturn in economic performance.
The Consumers’ Association told us that “there is ... the possibility of consumers suffering
financial loss, major inconvenience or breach of data protection safeguards™ as a result of
failures in, for example, transactions, billing and credit rating systems in banks or credit card
companies; insurance company records; social security payment systems; workplace salary
systems; or local authority administration systems.

18. Malfunctions or failures in systems which perform safety-critical or essential operations,
such as air traffic control systems; road or rail signalling; medical equipment; safety control
equipment in factories or equipment controlling the labelling, storage and distribution of
perishable foods, would present more fundamental risks to the public. For example, Thames
Water, whose operational monitoring and control systems for major water and waste processes
are dependent on embedded systems, told us “any failure of our services for a significant period

» 3

of time would have a potentially serious impact on the public health of millions of people”.

19. Assessments of the nature of the problem and the potential impact that widespread
malfunctions in computer and embedded systems could have on the economy, the national
infrastructure and society at large, are important as they provide the imperative behind remedial
action. However, as the Institution of Electrical Engineers told us, there has been “much *hype’
and scare mongering” in some reporting of Year 2000 issues and that, at times, “the
consequences of failure to deal with the problems have been exaggerated”.”” Though predictions
of doom generally have failed to account for the fact that some remedial action has already been,
and continues to be, taken we, like the majority of our witnesses, conclude that the century
date change problem could, if not solved, cause severe difficulties in many critical public
services.

BEyvp. 170,
::E.v.p. 183,
Ev.p. 139.
0. 145.
kv p. 221.
;;Ev.p. 15%.
Ev.p. 161.
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CHAPTER THREE: ROLES AND RESPONSIBILITIES
Public Sector
CENTRAL GOVERNMENT DEPARTMENTS AND AGEMCIES

20. The Government clearly has a responsibility to ensure that its own systems are millennium
ready. In respect of central Government and its agencies, the Chancellor of the Duchy of
Lancaster, the Rt Hon Dr David Clark, has been given overall responsibility to ensure that each
department and agency is aware of the century date change problem and has in place realistic
and costed plans for remedial action.” Responsibility for drawing up specific plans and ensuring
that they are implemented rests with individual departments and agencies, and their Ministers.
The Chancellor of the Duchy of Lancaster has no authority to compel central Government
departments or agencies to take action but, as he told us, he does have the tools of publicity and
persuasion at his disposal.™

21. The Chancellor of the Duchy of Lancaster is also responsible for ensuring that the
Government’s response to the problems raised by the century date change is coherent and co-
ordinated and, through the Central Information Technology Unit (CITU), that adequate support
and advice is made available to departments and agencies. The CITU, in turn, has commissioned
the Central Computer and Telecommunications Agency (CCTA) to raise awareness, advise
departments on best practice and tackle issues of common concern.™

22. The Chancellor of the Duchy of Lancaster has also undertaken to monitor progress within
central Government and its agencies and to report his findings both to Parliament and to the
public at regular intervals. He made his first report to Parliament on 27th November 1997 and
at the same time departments” and agencies’ plans were published on the Internet. These plans
were up-dated on 3rd March 1998. Further information on central Government’s progress on
millennium readiness has been put in the public domain by publication of the National Audit
Office’s (NAQ) report, Managing the Millennium Threat.*® (We understand that a further NAO
report will be produced shortly.)

23, Despite these activities some witnesses called for greater openness on the part of
Government, arguing that this would serve several useful functions, chiefly:

« toreassure the public that Government systems would not fail at the millennium and that
provision of Government services would continue uninterrupted;

« to expose the plans to the scrutiny of independent experts who may be able to spot
weaknesses and offer advice; and

« to serve to demonstrate to other organisations the seriousness with which the
Government is tackling the issue and thus encourage them to take concerted action
themselves.

It is, however, questionable whether any one reporting mechanism could achieve all these
objectives.

24. We welcome the openness with which the Chancellor of the Duchy of Lancaster has made
information on the Government's plans available but we agree that there would be merit in going
further. We are not convinced that the information currently provided in the departmental and
agency plans is of sufficient quality or detail to enable rigorous or effective scrutiny nor are we
convinced that such scrutiny will be conducted unless a specific body is charged to do so. It may
be that this function will fall to the newly created *central team” of experts from Whitehall and

”q 396.
0. 404,

”'Nulmnul Audit Office, Session 1997-98, Managing the Millennium Threar, May 1997, HC 3, para 2.3,
bid
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the business community, as announced by the Prime Minister on 30th March 1998, We
recommend that central Government departments’ and agencies’ plans and progress be
presented in a common format which allows for inevitable variations in the ways in which
they are managing their Year 2000 programmes; and, to simplify the process of monitoring
progress, a checklist should be developed, setting staged objectives and target dates, against
which such reports could be judged.

25. There is a risk that publication restricted to the Internet, which by definition primarily
reaches only those with 1T facilities and skills, could serve to reinforce the false perception that
the century date change is solely an issue for the IT industry and those with expertise in IT.
Departmental and agency plans would be more widely available if they were published in a
traditional format. We recommend that the Chancellor of the Duchy of Lancaster publish
departmental and agency plans and progress reports in conventional format as well as on
the Internet.

26. We were also concerned to note that the Chancellor of the Duchy of Lancaster’s most
recent report to the House of the Commons on the state of readiness of departments and agencies
was made in the form of a response to a written question. While this is undoubtably an effective
method of keeping the House informed we are not convinced that it is the most appropriate
method of ensuring that the information reaches a wider audience or of indicating the importance
that the Government places upon the issue of millennium readiness. Statements made in the
House in person attract a higher profile and therefore we recommend that the Chancellor of
the Duchy of Lancaster reports to the House, at the time of his quarterly reports on the
state of readiness in departments and agencies, through an oral, rather than written,
statement.

Orther Public Bodies

27. Responsibilities for Year 2000 réadiness in local authorities and other public bodies, such
as health authorities and NHS trusts, fit into a model similar to that which we have already spelt
out for central Government (see para 20). Local authorities in England, for example, are
responsible for tackling all Year 2000 issues within their own organisations but, as central
Government responsibility for local government rests with the Department of the Environment,
Transport and the Regions, the Deputy Prime Minister has overall responsibility for ensuring that
action is taken. Similarly, although board members in NHS trusts have day to day responsibility
for century date change issues, it is for the NHS Executive and, ultimately, the Secretary of State
for Health to ensure that each trust is taking effective action.”” However, unlike the case of
central Government, no open or centralised reporting mechanism has been introduced for other
public bodies. We believe that this is a weakness. Openness in respect of millennium readiness
would deliver the same benefits of public scrutiny and public reassurance to the wider public
sector as to central Government. Therefore we recommend the same level of reporting on
Year 2000 plans and progress for local authorities and other public bodies as we are
suggesting for central Government departments and its agencies, for the same reasons.
This should be organised centrally, through the relevant central Government department,
with plans published and regular reports to Parliament. We further recommend that the
Audit Commission and the Accounts Commission continue to monitor the millennium
readiness projects of those parts of the public sector over which they have jurisdiction just
as the NAO does in respect of central Government.

Private Sector

28. Responsibility for addressing the century date change issue in the private sector is more
clear cut. As several of our witnesses confirmed, millennium readiness is, in many cases, a
matter of business survival. Therefore millennium readiness is a matter for chief executives,
owners, and directors who have a statutory duty to exercise due care over the operation of their
business. Each business or organisation needs to take strategic decisions, based on its own
circumstances, resources and objectives, over whether to fix systems affected by the century date
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change, replace them with compliant systems, or cease performing the operations which are
dependent on those systems. Nevertheless, the Government, as it has accepted, does have a role
to play, both as a motivator and as a facilitator, flowing in part from its responsibility to provide
stable conditions for economic growth and in part from its responsibility to protect citizens from
disruption.

TASKFORCE 2000

29. The Government’s first response to its duty to stimulate action in the private sector was
to collaborate in the creation of Taskforce 2000, a not-for-profit organisation established in
August 1996 to raise awareness of the Year 2000 problem with senior decision-makers in
industry and commerce.”® It was funded partly by private companies but the majority of
resources came from the Department of Trade and Industry (DTI) which provided £350,000 and,
from January 1997, a secondee.” Taskforce 2000 also includes representatives from the
Confederation of British Industry (CBI), the Computing Services and Software Association, the
Federation of the Electronics Industry and the National Computing Centre.

30. Most witnesses felt that Taskforce 2000 had done much to increase levels of awareness
of the century date change problem in UK businesses." Nevertheless, by the summer of 1997
there were concerns that more needed to be done to turn awareness into action.!' Indeed,
Taskforce 2000 itself subscribed to such views, telling us last November that awareness levels
in the UK *“are very high ... but we have not really been very successful when it comes down
to really [making companies] understand™ the need for action.” In response to such concerns
the DTI launched Action 2000 and announced that DTI funding for Taskforce 2000 would cease
on 31st March 1998 “or when the £350,000 to which we are committed has been spent,
whichever is the sooner™.*

ACTION 2000

31. The creation of Action 2000 was announced at the end of September 1997. Its purpose
is “to focus on the action that businesses need to take to fix their systems, rather than simply
raising awareness™.* It is charged with co-ordinating work on Year 2000 issues across the
private sector, providing easy access to best practice for businesses, identifying ways to address
shortages of people with relevant skills and monitoring progress. The DTI initially announced
that £1 million would be made available to finance Action 2000 activities in the first year
although successive increases have been announced, raising this sum to £17 million."

Regulatory Bodies

32. There are also various public sector regulatory bodies which have generic responsibilities
to ensure that the organisations they regulate operate within certain parameters. One of the most
critical responsibilities of all regulatory bodies falls to the Health and Safety Executive which
has a statutory duty to ensure that ‘duty-holders’—usually employers—in factories, mines,
farms, railways, chemical plants and offshore and nuclear installations, comply with the
provisions of health and safety legislation. Where, therefore, failures in systems resulting from
an inability to manage the century date might pose a risk either to the workforce or the public,
the HSE has a role in ensuring that appropriate precautions are taken by those controlling such
sites. Local authority enforcement officers have similar responsibilities in respect of a wide
range of premises including shops, warehouses, most offices, hotels and leisure centres.
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33. The HSE told us that it was “fully seized of the safety-critical implications of computer
software failure™." Its approach to enforcement consists of four elements:

* conducting research to gain a better understanding of the nature and scope of the
problem;

* raising awareness among duty-holders;
» co-operating with other agencies such as the DTI and Action 2000; and

« formal enforcement through the use of improvement and prohibition notices and, if
necessary, through prosecution.”’

34. This is a commendable approach to take. We were reassured by what the HSE told us
regarding high risk sites. For instance, in respect of nuclear installations, the HSE said that
“none of the safety-critical systems related to the nuclear reactor itself are time/date dependent.
We are satisfied on that point. Neither is there any linkage with other systems where there is
such a dependency™.® Nevertheless, failures in other systems at such sites could still cause
problems which mighl, in turn “impair the command structure's ability to cope with running the
plant as a whole™.*” Consequently, operators of such sites are required to demonstrate to the
HSE that they are addressing century date change problems in all systems, not just safety-critical
ones. The HSE also told us that they would be visiting each high risk site at least once, and
probably more often, before the millennium. We congratulate the HSE for the robust
approach it has taken in respect of high risk sites.

35. We are, however, concerned that there seems to be a distinct lack of urgency on the part
of the HSE with respect to the lower risk sites within their remit. They told us that “this coming
year we ... are in the awareness raising phase, getting information out to people. We will learn
more about the size of the problem and we will learn more about the specifics of the problem.
There may be some sectors ... where we need to do more”.” We would have hoped that, with
less than 90 weeks left before the millennium and the strong possibility of failures in
systems before then, the HSE had raised awareness in all lower risk sites. We recommend
that the HSE ensure that all such sites are made aware immediately of the problems which
the century date change might cause and their responsibilities to make their systems
compliant.

36. Other regulatory authorities, such as the Bank of England, the Civil Aviation Authority
or the Office of Electricity Regulation, also have a duty to ensure that the organisations they
regulate continue to operate in particular ways, often with regard to continuity of provision of
service or the provision of services in a timely and safe manner. Where such operations could
be affected by century date change related failures, regulators need to ensure that effective
remedial action is being taken. Regulatory authorities have a crucial role to play in galvanising
into action those sectors for which they have responsibility but it has not been possible, nor
would it be appropriate, for us to scrutinise the Year 2000 related activities of each one. We
recommend that the Government ensure that each regulatory body is fully seized of the
implications of the Year 2000 problem for the sectors they regulate and is promoting
effective and timely remedial action on the part of individual organisations. We further
recommend that each Government department produce regular reports to Parliament on
the Year 2000 related activities of the regulatory bodies they sponsor.

Motivators in the Private Sector

37. There are numerous others, many in the private sector, that also have a role in encouraging
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organisations and individuals to make adequate preparations for the century date change. Many,
as some of our witnesses demonstrated, are stimulating remedial action as a result of enlightened
self-interest, realising that they are critically dependent on other organisations—their suppliers
and customers for instance—also being ready.” Some banks, recognising that there are
“significant implications ... if business customers are seriously disrupted or even go out of
business because of Year 2000 problems”, have sought to raise awareness and offer advice to
business customers.” Similarly, some insurance companies are raising awareness among their
policy-holders, !'.u:rhaps seeking to reduce the possibility or value of claims against Year 2000
related failures.™

38. Others have more immediate reasons for concerning themselves with the precautions taken
by organisations to address Year 2000 issues. Auditors have an obligation to “make appropriate
enquiries to obtain a sufficient understanding of any material impact on the financial statements
subject to their audit™ and have been issued with guidance from the Institute of Chartered
Accountants of England and Wales. This suggests the enquiries that it is appropriate for them
to make in relation to millennium readiness and the circumstances under which it would be
appropriate to qualify the accounts of companies not making sufficient progress.

Legal Requirements for Millennium Readiness

39, There is no specific legislation which requires organisations or individuals to ensure that
their systems are millennium ready. Nevertheless, organisations in some sectors may find their
ability to operate in accordance with legislation compromised by Year 2000 problems. For
example local authorities have a statutory obligation to ensure the provision of certain services;
organisations with systems which process personal data are required to conform with the
provisions of data protection legislation;” and those organisations subject to health and safety
legislation could find themselves subject to prosecution if systems' failures compromise their
ability to comply. Indeed, we were told that “there is already a formidable range of legal
sanctions—from company law to health and safety to investor protection and beyond—which
may eventually be invoked against companies which fail to sort out their Year 2000 problems™.*
Redress could be sought in a number of circumstances, for instance, by those attempting to
recover the costs of replacing deficient equipment or where systems failure causes interruption
of business, damage to property or personal injury. Many organisations or individuals may seek
redress under the Supply and Sale of Goods Act 1994 which brought in the implied term that
goods must be of ‘satisfactory quality” and which covers, as Allen and Overy told us, goods
containing software or embedded chips.”’

40. Nevertheless, many of our witnesses agreed with Barclays Bank who told us “relying on
legal remedies to address the problem is illusory™.** Shell UK told us that “the consequences
of non-compliance are usually much greater than the cost of remedy” and the BBA that
“litigation is not a solution. Businesses cannot afford to wait ... to deal with the problem™.* For
many businesses recourse to legal action after the event would be too late to be of benefit,
especially if they are unable to continue to trade for any significant length of time. Moreover,
as Allen and Overy pointed out, “the fact that a legal remedy is available does not mean a
consumer will always be able to enforce that remedy. In particular, where a supplier of defective
goods is forced into insolvency ... because of a multiplicity of claims, individual consumers are
unlikely to recover from that supplier™.* Those in England, Wales and Northern Ireland seeking
redress under the sale of goods legislation must do so within the statutory period of six years
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from the date of purchase which means that equipment or software failures at the millennium
will only be actionable if the goods were supplied after 1993.*' (Consumers in Scotland have
a period of up to five years after damage to a product occurs, in which to make a claim.)
Moreover, organisations would be unwise to rely on insurance policies to cover legal costs or
damages as many insurance companies are considering introducing Year 2000 exclusion
clauses.** For these reasons we conclude that organisations should not consider legal action
as a primary remedy to Year 2000 problems but as a last resort and should not plan to
enter litigation in preference to taking preventative action now. We strongly believe that
this is a message which Action 2000 should promulgate widely and loudly.

41, While we firmly believe that organisations would be foolish to rely on legal redress or
compensation to mitigate the consequences of non-compliance, it is likely that many dissatisfied
with goods or services that have failed to function properly will seek legal redress. Indeed,
Masons Solicitors told us that they expect a substantial number of legal actions to arise as a
result of the century date change.*® Taskforce 2000 stated that there was hardly a firm of
solicitors in the City of London that did not have a partner specialising in millennium issues.”
The risk of legal action on the part of those affected by century date related failures
reinforces the need for all organisations to undertake thorough Year 2000 preparations to
ensure that their systems, products and services are millennium ready. It should also be
seen as a reason to keep thorough and accurate records of all remedial measures in case
called upon by the courts to demonstrate that all reasonable steps to avoid system failures
were taken.

Leadership

42. Despite all the different factors that may stimulate organisations to address Year 2000
issues, and all the people and organisations who are playing a role in encouraging them to do so,
several witnesses regretted that there was no overall source providing information, co-ordination
and direction for the UK as a whole on Year 2000 issues. Coopers and Lybrand told us that “one
of the major problems ... is the lack of co-ordination between all the different groups working
to try to resolve the problem™ and the UK Year 2000 Interest Group that “strong leadership is
required”.** The Government is the only organisation that can provide such co-ordination and
leadership across all sectors and indeed a number of different Committees and groups have been
formed to tackle issues which affect both the public and private sectors. Moreover, since starting
our inquiry, the Prime Minister has taken a lead in raising the profile of the century date
change problem. We welcome this. The leading role adopted by the Prime Minister needs
to be supported by a coherent, well-structured programme. We look to Action 2000, the
Cabinet sub-committee (MISC 4) and the newly created central team in the Cabinet Office
to provide this.
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CHAPTER FOUR: SOLVING THE PROBLEM
Public Sector
CENTRAL GOVERNMENT DEPARTMENTS AND AGENCIES

43. As the Chancellor of the Duchy of Lancaster has acknowledged, the threat posed by the
century date change to “central Government and agencies is very serious but varies according
to the nature of each organisation”.*” Many essential Government functions, such as benefit
payments and taxation, depend on mainframe computers; Government establishments may
contain embedded processors and Government “as a whole is increasingly dependent on personal
computers™.** The problem was recognised by the previous administration and plans were put
in place to identify and correct Government systems that may be susceptible to date change
problems. In 1996 the CITU drew up a programme which set specific targets for all departments
and agencies:

« that inventories and audits should be complete by January 1997,

» thatall departments and agencies should have prioritised, costed and timed programmes
in place by October 1997; and

+ that testing of all modified systems should be completed by January 1999,

Since September 1996, Government purchasing policy has required that all new equipment
should be millennium compliant. The CITU and the CCTA have also been active in advising
departments and disseminating best practice.*”

44. Such momentum was reinforced by the current Chancellor of the Duchy of Lancaster who,
when he came into office, asked to receive “detailed and costed plans, showing how ...
departments and agencies were tackling the problem™ and who has undertaken to review such
plans each quarter.” The Chancellor of the Duchy of Lancaster also told us that the CITU would
be responsible for verifying the efficacy of departmental and agency plans and, to some degree,
checking that their remedial action was effective.”! He also assured us that experts from the
CITU would be made available to any department or agency that was seen to be falling behind
schedule.”

45. Whilst, in principle, we find this programme to be satisfactory, we have two major
concerns. The first is in relation to the costs incurred by departments and agencies in their Year
2000 programmes, all of which the Government expects to be met from within existing
allocations. The departmental and agency plans submitted in November 1997 projected an
overall cost of some £370 million (naturally with great variations between different parts of
Government). Witnesses made two points in connection with this figure: first that it seemed
unrealistically low™ and, second, that experience in the private sector tended to show that the
costs of Year 2000 programmes increased during implementation and as organisations came to
understand more fully the amount of work that was necessary.” Indeed, up-dated plans show
that projections of total cost rose by £23 million to £393 million between October 1997 and
February 1998, In response to the first of these points the Chancellor of the Duchy of Lancaster
told us that the figure “is not really very much out of kilter” with other organisations of a similar
size with similar IT dependencies.” Nevertheless the Chancellor of the Duchy of Lancaster
acknowledged that costs tended to rise and told us that departments would not be held to the
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figures they had reported—"it does not matter what the cost is, this has got to be fixed”.™
However, he also told us that if costs were to rise further, departments and agencies would still
be expected to meet those costs from within existing allocations.” We accept that money alone
is unlikely to solve Year 2000 problems but we are concerned that such a strict approach may
limit departments’ and agencies’ ability to achieve maximum possible readiness for the century
date change. It may also involve them in even higher remedial costs later. We are also
concerned that there should be explicit recognition of the opportunity costs, to enable informed
prioritisation. For instance, the NHS Confederation told us that while diverting funding to Year
2000 work would not have a direct effect on clinical practice, there would be consequences for
other projects dependent on capital investment, such as the move towards single sex wards.™
We recommend that the Government ensure that financial constraints do not prevent the
public sector achieving millennium readiness especially where safety-critical systems are
involved,

46. Our second concern relates to the amount of time left for projects to be completed.
Experience shows that IT projects frequently fall behind the timetable set for them. There is
already evidence that this is happening to Year 2000 projects in departments and agencies.
Under the targets set by the CITU, all departments and agencies should have completed audits
of equipment by January 1997. However, a survey undertaken at that time showed that only
34% of the 79 surveyed had met the target and that a further 24% had yet to start auditing
systems.”™ In May 1997 the NAO reported that “most departments are still auditing systems and
planning corrective action™—a full four months after audits were meant to have been
completed. Indeed, in November 1997 departmental plans showed that a few departments were
still in the audit phase.

47. From the same departmental plans it can be seen that only 36% of departments and
agencies expect to complete their Year 2000 projects by December 1998—the date both set by
the CITU as a target and suggested as ideal best practice. A further 46% expect to complete by
March 1999 and 14% by mid-summer 1999. (A few departments have yet to stipulate project
completion dates although, as the Chancellor pointed out, the work needed in these is largely in
relation to PCs and not large or sensitive systems.)*’ Some departments and agencies have
already set priorities, identifying systems on which to concentrate efforts, and thus they are
“correcting business critical systems and may leave systems of minor importance until later”.*
This is clearly the right approach but, as the deadline for readiness is immutable, and as up-dated
plans released in early March 1998 show that some departments and agencies have fallen further
behind the timetable, we consider that more radical prioritisation is required. We recommend
that if, at the next quarterly review, any department or agency is shown to have fallen
further behind the timetable, the Chancellor of the Duchy of Lancaster and the CITU
should instigate a thorough analysis of that department’s Year 2000 programme and assist
it to identify and prioritise its key systems.

OTHER PUBLIC BODIES

48. It is more difficult to assess progress in other public bodies, such as local government or
the NHS, partly because far less information on compliance programmes has been made publicly
available and partly because of the disparate nature of the large number of organisations
concerned. Although the Chancellor of the Duchy of Lancaster has no responsibility beyond
central Government, he has asked each Secretary of State to ensure that their department
performs an exercise similar to the one he has undertaken in central Government in respect of
the organisations they sponsor.® We recommend that they should do so. We further
recommend that the results of these reviews should be made available, as a supplement to
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CHAPTER TWO: SCALE AND POTENTIAL IMPACT OF THE PROBLEM

13. Although most of our witnesses agreed that the century date change could potentially force
errors in almost any system, product or process that incorporates a date reference, there are
various estimates of the number of systems that are likely to be affected.” Taskforce 2000 told
us that “most computer systems (large and small, old and new) and almost countless ‘embedded’
microprocessor chips are potentially affected”.” Several bodies have recently undertaken
surveys to ascertain precisely how many systems and organisations will be affected. In 1997,
PA Consulting found, in a comprehensive survey in the UK and Ireland, that only 3% of
organisations felt that their systems would be unaffected by the century date change, with a
further 6% not knowing whether their’s would be or not. The remaining 91% of respondents
believed that the century date change either had or would have an impact on their organisation
(see table 1).

Table 1

Expected Impact Percentage
| Mot impacted 3
| Already impacted 20
Impact in 1997 3
Impact in 1998-99 =]
Impact in 2000 17
Did not know 6
Total 100

Source: Defusing the Millennium Time Bomb, page 18.

14. Taskforce 2000 told us that, left uncorrected, “80 per cent of computer systems of all kinds
... and something between 10 and 30 per cent of embedded systems will fail in one way or
another™.” Similarly, Greenwich Mean Time, a company formed specifically to address issues
arising from the Year 2000 problem in PCs, told us that the majority of the 20 million PCs that
are estimated to be in use in the UK at present will experience some form of hardware or
software disruption.”

15, While we can quantify the number of systems likely to be affected, such statistics provide
no qualitative indication of the extent to which organisations are likely to be impacted. There
is an enormous difference between the consequences of failures in minor systems, like a pocket
calculator, and a failure in a system which performs business or safety-critical functions.
Moreover, while organisations may be able to cope with the failure of one system without any
serious repercussions, the outcome may be completely different if a number of systems, minor
or otherwise, fail simultaneously. Consequently raw statistics give little indication of the nature
or degree of risk that century date change related errors may pose either socially or
economically. We attempt to address this issue below but, in doing so, are conscious that these
assessments are based on the assumption that no corrective or preparatory measures had been
taken.
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Potential Impact on Businesses and the Economy

16. The London Stock Exchange pointed out that there were few areas of commercial life
“untouched by the implications of the Year 2000 date change” and most of our witnesses from
the business community agreed that the consequences of failing to take remedial action would
be significant.”® For instance, SmithKline Beecham told us that “left unaddressed, the Year 2000
problem would arguably have been the biggest threat to business continuity that SmithKline
Beecham has ever faced”.”” Railtrack told us “unless addressed ... the problem would cause
serious and prolonged damage to the operation and hence the viability of the whole of the rail
industry”.** Shell UK believe that, had they taken no corrective action, “there would have been
serious consequences in terms of failure to continue to supply oil and gas”.”” Failures to
continue to operate on such a scale would clearly not only have a detrimental impact on national
GDP but would also have implications for the performance of other companies reliant upon the
services provided by those that had failed. Therefore, even though the implications of non-
compliance vary from system to system, we find it incontrovertible that, in the absence of
adequate remedial action to address the century date change problem, there would be a
significant negative impact on the UK’s future economic performance.

Potential Impact on Society

17. Other witnesses pointed to the potential of the century date change problem to affect
individual citizens beyond the inevitable consequences of a downturn in economic performance.
The Consumers’ Association told us that “there is ... the possibility of consumers suffering
financial loss, major inconvenience or breach of data protection safeguards™ as a result of
failures in, for example, transactions, billing and credit rating systems in banks or credit card
companies; insurance company records; social security payment systems; workplace salary
systems; or local authority administration systems.

18. Malfunctions or failures in systems which perform safety-critical or essential operations,
such as air traffic control systems; road or rail signalling; medical equipment; safety control
equipment in factories or equipment controlling the labelling, storage and distribution of
perishable foods, would present more fundamental risks to the public. For example, Thames
Water, whose operational monitoring and control systems for major water and waste processes
are dependent on embedded systems, told us “any failure of our services for a significant period

of time would have a potentially serious impact on the public health of millions of people™.”

19. Assessments of the nature of the problem and the potential impact that widespread
malfunctions in computer and embedded systems could have on the economy, the national
infrastructure and society at large, are important as they provide the imperative behind remedial
action. However, as the Institution of Electrical Engineers told us, there has been “much *hype’
and scare mongering” in some reporting of Year 2000 issues and that, at times, “the
consequences of failure to deal with the problems have been exaggerated™.™ Though predictions
of doom generally have failed to account for the fact that some remedial action has already been,
and continues to be, taken we, like the majority of our witnesses, conclude that the century
date change problem could, if not solved, cause severe difficulties in many critical public
SErvices.
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acknowledged skills shortage in at least three of the areas needed to undertake most compliance
projects—project management, software engineering and embedded chip engineering (see paras
82-84). This may affect SMEs more than large corporations as the former are less likely to have
in-house staff with the necessary skills. So, while delaying Year 2000 projects until 1999 may
be a reasonable position for any one SME to take in isolation, such shortages are likely to result
in the combined demands of a large number of SMEs exceeding the available supply of skilled
labour. This, coupled with the demands of customers and suppliers for reassurances on
millennium readiness, means that SMEs in general should take remedial action earlier rather than
later.

59. We are less concerned about the very smallest businesses, some of whom may not be
critically dependent on IT systems. Indeed a recent quarterly survey from the Forum for Private
Business, a representative body for small businesses, shows that some 10% of its members have
no computer hardware or software.™ In some of these cases, it may be quite legitimate to argue
that the century date change poses a lesser risk to the business than other concerns such as the
demands of self assessment for taxation or protracted transport delays. Nevertheless, there is
still a likelihood that these organisations are dependent on embedded systems of some sort such
as a fax machine or a building management system and therefore they do need to take some
precautionary action.

60. The scale of disruption that widespread failures in SMEs could potentially cause for the
whole economy should not be understated. It is estimated that there are some 3.7 million
business enterprises in the UK, with SMEs making up more than 95% of the total. Larger
companies who have amassed expertise on Year 2000 issues have a valuable role to play in
stimulating action on behalf of those SMEs who are their suppliers, customers, trading partners
or form some other vital part of the business chain, and some have done so.” Indeed, many
recognise that it is in their own best interests to do so. For instance, we were impressed by what
Shell UK told us of their work with suppliers which involves disseminating best practice and
passing on expertise.”® Action 2000 are now working with a number of larger companies to
encourage them “to share their experience to assist those companies whose preparations are less
advanced”—a development which we welcome.”

61. Nevertheless, we obviously cannot rely solely on a few large companies to stimulate action
on behalf of millions of SMEs. A more pro-active and direct approach is needed to ensure that
every SME is made fully aware of the business implications of the century date change. In
January 1998, Action 2000 launched its *Millennium Bug’ campaign aimed primarily at SMEs.
We would have preferred to see the campaign launched earlier but our main objective now is that
its message should reach those for whom it is intended. We are concerned that a major part of
the campaign consists of providing information over the Internet. As ICL told us, most SMEs
cither do not have access to the Internet or do not have personnel with the skills to find the
information or put it to use.'"™ While publication on the Internet is certainly worthwhile, Action
2000°s telephone helpline may reach a broader audience, but only if it is well publicised.
Moreover, the helpline will only be effective if it can respond to all the demands placed upon
it in terms of capacity and quality of information.

62. The BBA have developed a checklist aimed at small businesses—*"a self assessment
checklist to help guide businesses through the work needed to get them ready for Year 2000,
which some of their members are already using as a basis for discussions with their business
customers, and suggested last year to Action 2000 that the scheme could be extended to become
a standard checklist.'"! We see considerable merit in this suggestion. Such a checklist could act
as a useful reminder to businesses of the issues they need to consider. Perhaps more
importantly, it could also provide a common reporting format thus reducing the need for
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businesses to respond separately to numerous requests for information on progress from, for
instance, auditors, insurers, customers, bankers, shareholders, regulators or tradin g partners. The
sooner the checklist is introduced, the more benefit it could be to businesses and those seeking
information from them. We recommend that Action 2000 develop a standard checklist to
enable businesses to report progress in a common form as a matter of priority.

63. Over the last few years the Government, and the DTT in particular, have put considerable
resources into developing the Business Link network as a means of communicating with SMEs.
As several witnesses argued, this network could now be used to reinforce the messages being
sent to SMEs by other companies and Action 2000. There are also clear advantages in Action
2000 working, as it already does to some degree, in liaison with other organisations that have
strong links with the SME community, such as local Chambers of Commerce. Another means
of reaching businesses directly would be to include information leaflets in telephone or
other utility bills which are delivered to the vast majority of SMEs. We recommend that
Action 2000 treat stimulating action on the part of SMEs with the highest priority and that
it works with the Business Link network and other organisations in close contact with
SMEs to ensure that its message is not only sent but received.

IT Suppliers

64. It is vital that customers have information from IT suppliers regarding the state of
compliance of products bought in the past and on possible upgrade or replacement equipment.
Some companies, such as the Xerox Corporation, have made this information readily
available." Like the Federation for Small Businesses we wish to see more companies doing
this. However, we do have a concern about the business terms upon which such necessary
upgrades or replacements are made available to customers. IBM told us that “it is common
practice in the computer industry ... that suppliers create products and then they produce up-
grades for those products ... that is normal marketing practice and accepted in the customer base
and we charge for those up-grades™.'™ We accept that it is appropriate for IT suppliers to charge
for upgrades when new or better products are actively sought by customers. We do not accept
that it is right to charge for upgrades necessitated by non-compliance of existing
equipment. Depending upon the age of the current system and the terms under which it
was supplied, companies have an obligation to provide suitable upgrades or replacements
free of charge. This obligation is morally impelling and sound business practice and we
applaud those suppliers who have already committed to this position. Some of our witnesses
suggested that there was also, in some circumstances, a legal obligation under the provisions of
sale of goods legislation.'™

Progress in Key Sectors

635. We were most concerned to ascertain the extent of progress towards millennium readiness
in those sectors which provide services on which society depends such as food distribution,
transport, health care, power and water supply, telecommunications and financial and emergency
services. We sought evidence from a range of organisations from these areas. To a large degree
we were reassured by what we were told. Sainsbury's, “one of the top ten users of computer
systems in the UK”, told us that they were confident that their preventative action, which
involves the commitment of substantial resources, “will reduce the problem to manageable
proportions™ and that “major disruption is very unlikely™.'"” Thames Water said that “the
problems that the company faces ... are significant, but also quite within our capabilities to
solve” and that they were confident that their compliance programme, begun in 1996, would be
“completed in time to avert detrimental consequences™.'® We received similar evidence from
BG ple (one of the two successor companies to British Gas), Railtrack, Shell UK, BT, the BBC,
British MNuclear Fuels, the BBA, British Airways, the London Ambulance Service and others,
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many of whom told us that they planned to complete the majority of work on Year 2000 projects
by December 1998.'"

66. Nevertheless, not one of these organisations has yet completed their Year 2000 projects
and all pointed out that projects were designed to reduce risks to manageable proportions rather
than to achieve full compliance. Furthermore, most pointed out that while they were confident
that their own systems would by adequately prepared in time, they were unable to predict
whether other organisations on whom they were critically dependent would be.'™ This situation
reinforces the need for adequate and integrated contingency plans to be drawn up and tested.
Thus, while it is important that each organisation develop its own contingency plans, there
is a role for Government to ensure that alternative arrangements are in place should there
be any interruption in the ability of providers of essential public services to deliver.

Products Currently on the Market

67. It is reasonable to expect that electronic goods bought now will manage the century date
change properly but we received much contradictory evidence over whether this was the case
or not. 1BM, for instance, told us that “the current models, versions and releases of IBM
hardware and system software are Year 2000 ready today. In addition, more than 1,900
application packages are Year 2000 ready” and ICL that “all new and enhanced product releases
produced by ICL are now millennium compliant™.'” In contrast the Federation of Small
Businesses told us that they had no confidence that any PC currently on the market was
millennium compliant—a view supported by Greenwich Mean Time, who told us that 47% of
PCs currently on sale “may be described as non-compliant at the hardware level”.'" We
received less evidence in relation to larger computer systems or embedded systems. On the
latter, however, the Consumers’ Association told us that “over the past two years, we have, as
a matter of course, tested for millennium compliance every relevant domestic appliance which

we have tested for our Which? reports. To date, we have not found any problems™.'"!

68. We find it completely unacceptable that organisations and individuals purchasing goods
today should be unable to rely on those goods to manage the century date change properly. We
have drawn no conclusions as to whether particular goods are millennium compliant or not but
it is clear that many have considerable doubts. Such doubts may lead some to postpone their
own preparations for the century date change, thus compromising their own ability to achieve
millennium readiness on time. Moreover, if those who choose to replace their existing non-
compliant equipment with new versions find that such new equipment is also not compliant, their
own millennium readiness will be compromised.

69. In January 1998, Action 2000, as part of its ‘Millennium Bug’ campaign, launched a
‘Millennium Safe’ logo. Businesses are encouraged to use the logo on their products “when they
feel confident enough about their Millennium Bug projects or products to say in public that they
are Year 2000 compliant™.'"? We would have preferred to see such a scheme in operation well
before January 1998. Moreover, we are not convinced that this scheme is robust enough. As
the Chairman of Action 2000 said “businesses will, [ stress, be choosing to use the “Millennium
Safe’ logo—it does not mean a product or supplier is Government approved”.'” While we
accept that there would be enormous practical difficulties in a Government-backed certification
scheme which carried guarantees, such as the need for independent testing and the possibility
of exposure to liability claims if products backed by certification failed to manage the century
date change, the certification scheme does need to be adequately policed. SmithKline Beecham
told us that “to our dismay, many third-party software packages have produced date errors when
subjected to validation challenge tests, despite vendors® claims of compliance™'" If usage of
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the Millennium Safe logo is not controlled it will not carry weight with those seeking validation
nor will companies be encouraged to join the scheme as there will be no advantage in doing so.
We recommend that trading standards officers should monitor use of the Millennium Safe
logo and that suppliers found using the logo on non-compliant equipment should be
penalised.

70. We are also concerned that the Millennium Safe scheme has not been adequately
promoted. Unless purchasers of services or products are aware of the need to ask if products are
backed by the scheme or understand what the Millennium Safe logo means when they see it the
scheme will be ineffective. We make below recommendations for a high profile advertising
campaign on the part of Action 2000 (see para 73). We recommend that the Millennium
Safe scheme is an integral part of that campaign.

Best Practice

71. Several witnesses stressed the importance of disseminating “best practice’ as a means of
helping organisations tackle Year 2000 issues and, indeed, as the CBI told us, several
organisations “have emerged as exemplars of best practice™,'” and have made public their
processes for achieving millennium readiness. However, such information on best practice
needs to reach all organisations, both to reduce the time and resources they need to devote to
Year 2000 projects and to prevent unnecessary duplication of effort across different
organisations. Action 2000 have already acknowledged this and guidance on best practice is
included in its information pack. We welcome this but are concerned that not all those who need
such information are in practice receiving it. We recommend that Action 2000 treat the
dissemination of best practice as a key part of its campaign to stimulate organisations to
take effective remedial action.

The Puablic

72. We have already discussed the impact on individual citizens of interruptions in the supply
of goods or services on which they depend but there is also a “probably more widespread risk
of malfunction in consumer equipment” which may cause little more than irritation.'"* As well
as the numerous PCs in domestic use which could fail to manage the date change properly, many
homes have a plethora of equipment with embedded microprocessors, such as fax machines,
some telecommunications equipment, video recorders or central heating controls. The
Consumers’ Association asked 500 people to test their video recorders, watches and fax
machines; 187 replied and, of these, five had found problems with their watches, ten with their
video recorders and two with their fax machines.''” However, no comprehensive study has been
undertaken to assess the level of impact that the century date change is likely to have on
equipment in peoples’ homes. The Chancellor of the Duchy of Lancaster told us that the
Government were considering performing sample audits on homes. We recommend that this
is done in order to establish public confidence.

73. Given the statutory time limit of six years for those seeking redress, the Consumers'
Association argued that “it is ... important for consumers who bought equipment four years ago
to be aware of the opportunity to test that equipment and seek any necessary redress now™."*
Weagree. We recommend that Action 2000 conduct a high profile campaign disseminating
widely, in clear and non-technical terms, the information needed to test domestic

equipment for millennium compliance.
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International Implications

74. Businesses in the UK economy are not only dependent on each other as suppliers,
customers and service providers, but also on many companies and organisations overseas.
However, several witnesses told us that, although it was difficult to obtain reliable information
about the rate of progress in addressing century date issues in other countries, there was
anecdotal evidence to suggest that most countries, with the exception of the United States and
the Netherlands, were behind the UK in terms of both awareness and action. This is a matter of
extreme concern to UK businesses, as both the Prime Minister and the Minister for Small Firms
have acknowledged, especially those which conduct a substantial amount of overseas trade.'"”
The UK Government has no authority to compel organisations in other countries to take remedial
action but it does have a role in monitoring progress overseas and in raising awareness through
Government to Government contacts with other nations. We were pleased to note that the
Minister for Small Firms raised the matter in the European Union Telecoms Council and
welcome her commitment to take similar steps in other fora.'” We endorse the Government’s
decision to put the matter on the agenda of various international summits, including this
vear’s G8 meeting and the recent Europe-Asia summit. We recommend that the
Government continue to take every opportunity to raise century date change issues with
foreign Governments and to put the matter firmly on the agenda with our neighbours and
trading partners all around the world.

75. In his speech on 30th March 1998, the Prime Minister acknowledged that there was also
benefit from co-ordinating international activity and assisting other countries in taking action,
saying that “we need to be able to take an overview of international activity ... and then co-
ordinate efforts across the international spectrum ... once awareness is raised, countries will need
expertise to identify and solve their critical problems™.""' We agree and, therefore, support the
Government’s proposition that the G8 countries set up a council of experts.

76. Developing countries may have particular difficulties in achieving millennium readiness
although, as the Department for International Development told us “the scale of the Year 2000
compliance problem in developing and transitional countries is not well understood™.'® The
World Bank surveved 128 of their borrowing member countries and found that, of the 78 who
replied, only 12 claimed to be prepared and only 15 others claimed to be aware of the problem.
We are concerned that developing countries’ attempts to achieve millennium readiness
should not be compromised by the provision of non-millennium compliant equipment from
the UK. The Department for International Development assured us that “equipment currently
being supplied under UK aid through the Crown Agents is millennium compliant”. There may
be problems with equipment that has been supplied as aid in the past but, as ownership has
passed to the recipients, the UK can only encourage developing countries to address readiness
issues on old equipment.'” We welcome the Government’s decision to contribute £10 million,
earmarked for assisting poor countries to identify and resolve century date change problems, to
the World Bank’s Trust Fund for Information Development. We, like the Prime Minister, hope
that other countries will be able to contribute.
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CHAPTER FIVE: BARRIERS TO PROGRESS AND THEIR REMOVAL
Time

77. The short time between now and the century date change is the biggest constraint
hindering organisations in their efforts to achieve millennium readiness, especially for those
organisations which have yet to start their Year 2000 projects. Many systems will take months
to fix and, given the pressures on resources and shortage of skilled personnel, many
organisations need to concentrate on systems which are critical to business performance, health
and safety or the environment. We recommend that the need for prioritisation should be a
central feature of the advice Action 2000 delivers.

Awareness and Commitment

78. Many witnesses acknowledged that Taskforce 2000 has done much to make awareness
high but, as survey results indicate, it is certainly not universal. Moreover, there are genuine
concerns over whether awareness of the century date change problem has been widely converted
into effective remedial action, particularly in SMEs. Many of our witnesses agreed that more
needs to be done if those who have yet to appreciate the full implications of the century date
change for their organisations are to be stimulated to take remedial action in time for such action
to be effective. We recommend that Action 2000 increase the profile and reach of its
Millennium Bug Campaign. A campaign of the scale of ‘Aids Awareness’ in the 1980s or
the more recent Inland Revenue’s ‘Self Assessment’ information campaign would be
appropriate.

Open Reporting on Progress

79. Many witnesses felt that their ability to plan effectively their own millennium readiness
projects was undermined by a lack of information on readiness, in other organisations. Although
some organisations have been prepared to talk openly about their Year 2000 projects and their
expected levels of readiness, most of our witnesses from the corporate sector were concerned
that many of the organisations on which they depend have been too slow in providing reliable
information on millennium readiness.

80. There is now little prospect of The Companies (Millennium Computer Compliance) Bill
passing into law. This bill would have required all companies to report annually on the progress
being made towards millennium readiness. However a similar, although not statutory,
requirement has been placed on companies by the Accounting Standards Board. The Board’s
Urgent Issues Taskforce Abstract 20 requires directors to make specific and detailed disclosures
of the potential impact of the century date change on their business and operations, and the
company's general plans for addressing the potential issues that arise, in respect of all accounting
periods ending on or after 23rd March 1998.'* We welcome this: most companies will have
to report on their year 2000 status at least once, and many twice, before the millennium.

81. Just as it is very difficult to obtain thorough and accurate information on the level of
readiness in any one particular organisation, so it is almost impossible at present to obtain a clear
measure of progress across either the public or private sectors. We have already recommended
an effective reporting structure for those parts of the public sector not currently included in the
Chancellor of the Duchy of Lancaster’s reports (see para 27), but more information is needed
in respect of private sector organisations, both as a whole and on a sector by sector basis. The
various surveys that have been conducted to date, while providing useful information, frequently
only provide a partial, or sometimes contradictory, picture. For Action 2000 to operate
effectively and to target its efforts on sectors where there is greatest need, it will need to know
which those sectors are. Moreover, contingency plans are more likely to be effective if those
making the plans know what sort of contingencies should be planned for. Action 2000 told us
that it “stands ready to contribute ... by gathering information on the state of preparedness,
particularly in key sectors”™ and we welcome its commitment to undertake “systematic and
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regular surveys™.'" We recommend that Action 2000 commission a quarterly survey on
progress in the business sector, broken down into categories including core services such
as transport, telecommunications and other critical public services. We further
recommend that the results of the survey be publicly and freely available.

Skills

82. Many of our witnesses said that shortages in some of the key skills needed for Year 2000
projects were, or would become, a major hindrance to making progress, especially for those
organisations who have vet to start readiness work. Cap Gemimi told us that they expected that
“demand for IT skills to fix the Year 2000 problem will exceed maximum available supply b;;
April 1998"."* A similar conclusion was reached at the DT1's skills conference last summer.
Other witnesses emphasised the fact that Year 2000 projects required skills in areas other than
IT. These skills, such as project management, telecommunications engineers and electrical
engineers are also in short supply. Taskforce 2000 suggested that the shortage was greatest in
the skills needed to address the problem in embedded systems.'®®

83. As the skills shortage increases, with more organisations putting demands on the same
skills pool, it is inevitable that the costs of obtaining these staff will increase. Indeed some
witnesses told us that this was already happcning and research shows that wage inflation in
specific skills areas, such as COBOL programming and IT project management, is almaﬂy
between two and four times the average.'” Thus, the more an organisation delays its
preparations for the Year 2000 the more it will have to pay for appropriately skilled staff, if
indeed, it can find them at all.

84. Both the Government and Action 2000 have acknowledged these skills shortages and the
impact they could have on the ability of organisations to conduct effective Year 2000 projects.'
Action 2000 told us that addressing the skills shortage would be one of its top priorities. Indeed,
one of Action 2000's first initiatives was the creation of a skills project office, set up with
funding from the DTL."" In his budget speech in March 1998, the Chancellor of the Exchequer
announced an additional £100 million in 1998-99 to “provide training in areas such as computers
and high technology skills, not least to help prepare for the millennium™.'"? A substantial part
of this sum is to go towards tackling the century date change problem; £40 million is to be spent
on setting up a network of ‘centres of excellence’ in IT training and a further £30 million will
be used to assist SMEs in developing skills to assess and prepare their systems. The
Government expect, given support from business, to be able to train 20,000 ‘Bug Busters’ by
April next year. We welcome these developments but are aware that it will not be easy to train
personnel to deal with the most complex aspects of the Year 2000 problem quickly.

Oither Demands on I'T Resources

85. Many of our witnesses argued that the skills shortage was exacerbated by other
extraordinary demands currently placed on the same IT resources. The most frequently cited
example was the introduction of European Monetary Union (EMU) on st January 1999, which,
even without the UK joining in the first wave, involves many organisations, especially those in
the financial sector, in complex alterations to IT systems. Taskforce 2000 told us that “the
introduction of the Euro is having a major impact on resolving the Year 2000 problem ... we are
doing the largest ever IT job we have ever done and the second largest IT job we have ever done
at the same time™™ and Lloyd’s of London that “the introduction of the Euro could not have
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CHAPTER SIX: CONCLUSION

87. The century date change problem could, left uncorrected, cause a broad spectrum of
automated systems to operate inaccurately or unpredictably. Although each failure in isolation
is unlikely to have a significant impact the consequences of widespread and simultaneous
failures could extend beyond technological fields to affect the overall performance of the
economy and society at large. Substantial progress has already been made in correcting systems
and to prepare to manage the consequences of failures but much remains to be done.

88. It is clear that many organisations responsible for the provision of essential public services
have recognised the century date change problem and its wider implications and have undertaken
programmes designed to minimise its impact. Although it is impossible to guarantee
performance without degradation or interruption, we are reasonably content that widespread
failures in key parts of the national infrastructure will be averted if current Year 2000
programmes for compliance are continued through to completion on time. However, we
emphasise the need for integrated contingency planning.

89. Most large corporations have extensive Year 2000 projects underway but we still have
concerns about the level of progress in some parts of the private sector, particularly in SMEs.
These must be addressed.

90. The Government’s acceptance of the importance and urgency of stimulating and enabling
organisations in the private sector to take effective precautionary measures to prepare for the
century date change has been matched by the commitment of substantial sums of public money.

91. Progress in the public sector is significantly behind the leaders in the private sector. Many
public sector organisations, including some parts of central Government, are already projecting
completion dates for readiness projects which are uncomfortably close to the millennium itself
and which expose them to the risk of failures in systems before the century date change. Further
slippage in timetables cannot be countenanced.

92. There is an overwhelming need for a high-profile campaign designed to educate
organisations and the public on the implications of the century date change and to equip them
to take effective remedial action. This would serve both to turn existing high levels of awareness
into action and to counteract alarmist reporting.

93. There are two key elements to solving the Year 2000 problem. The first is information:
information on best practice, on whether products are compliant or not and on the levels of
progress that have already been made in specific organisations, in particular sectors and across
the nation. Open reporting is essential and the Government, indeed the public sector as a whole,
should be Ieading by example. Central co-ordination and wide dissemination of such
information is essential if widespread duplication of effort is to be avoided. The second is
prioritisation. Efforts to achieve millennium readiness must focus on critical systems. Each
organisation needs to make strategic decisions over which systems are crucial to its survival.
Similarly Government needs to ensure that systems on which the public rely for essential
services, whether provided in the public or private sector, receive priority.

94, There is potential for problems as a result of systems failures caused by the century date
change but, provided concerted and well co-ordinated action is taken to build on the progress
already made, we believe that the UK can achieve an acceptable level of millennium readiness
and celebrate the millennium without concerns about widespread disruption.













































